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4. 
Welcoming new Team Members

8. 
Blog:  
Cyber Threats in Construction

12. 
WCP Blog:  
What is the role of an Investment Banker?

15. 
Our Clients in the News

10. 
Blog:  
Demystifying Cloud Security: Busting 
Common Myths
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Gain insight for the year ahead. 
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http://https://welchllp.zoom.us/webinar/register/8917218324969/WN_JuXObeA_T36_sUW_ck9vtw
https://welchllp.zoom.us/webinar/register/8917218324969/WN_JuXObeA_T36_sUW_ck9vtw
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https://welchllp.com/services/risk-advisory/cybersecurity/


8  |  Welch Times Welch Times  |  9

https://welchllp.com/insights/knowledge/cyber-threats-in-construction-the-rise-of-ransomware-and-digital-vulnerabilities/?utm_campaign=Q%20Newsletter&utm_source=QSummer2024&utm_medium=PDF&utm_content=cyber-threats-in-construction
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D E M Y S T I F Y I N G  C LO U D  S E C U R I T Y

CLOUD PROVIDERS ARE SOLELY RESPONSIBLE FOR SECURITY.1

Reality: While cloud service providers (CSPs) like Amazon Web Services (AWS), Microsoft Azure, and 
Google Cloud Platform (GCP) do provide robust security measures, the responsibility for security is shared. 
The “Shared Responsibility Model” dictates that customers are responsible for securing their data and 
applications in the cloud. CSPs ensure the security of the cloud infrastructure itself.

THE CLOUD IS LESS SECURE THAN ON-PREMISES SOLUTIONS.2

Reality: Cloud providers invest heavily in security, often exceeding the security capabilities of on-premises 
data centers. However, the security of a cloud environment depends on how well it is configured and managed 
by the customer. Misconfigurations, poor access controls, and inadequate security practices can compromise 
cloud security.

DATA IN THE CLOUD IS ALWAYS ENCRYPTED.3

Reality: While many cloud providers offer encryption options, data is not always encrypted by default. 
Customers must configure encryption settings, manage encryption keys, and ensure data protection 
according to their specific requirements. This is particularly important for sensitive or regulated data.

CLOUD OUTAGES MEAN DATA LOSS.4

Reality: Cloud providers have robust redundancy and backup systems in place to minimize data loss during 
outages. However, data loss can occur if customers do not implement proper backup and recovery strategies. 
It’s essential to understand the provider’s Service Level Agreements (SLAs) and have a contingency plan in 
place.

THE CLOUD IS NOT COMPLIANT WITH REGULATIONS.5

Reality: Leading cloud providers offer services and features designed to help customers meet various 
compliance requirements, such as GDPR, HIPAA, and SOC 2. However, customers must configure and 
manage these services properly to ensure compliance. Compliance is a shared responsibility.

CLOUD ADOPTION AUTOMATICALLY INCREASES SECURITY 
RISKS.6

Reality: Cloud adoption does introduce new security challenges, but it also offers enhanced security 
capabilities. Many cloud providers offer advanced security features like identity and access management, 
network security, and threat detection. When configured correctly, cloud environments can be highly secure.

CLOUD SECURITY IS EXPENSIVE.7

Reality: Cloud security costs can be managed effectively based on your organization’s needs and budget. 
Cloud providers offer scalable pricing models, allowing you to pay for only the security services you require. 
Effective security investments can reduce the risk of costly security breaches.

CLOUD SERVICES ARE ALWAYS VULNERABLE TO DDOS 
ATTACKS.8

Reality: While cloud services can be targets of Distributed Denial of Service (DDoS) attacks, cloud providers 
typically have robust DDoS protection in place. Customers can also enhance protection by configuring 
security groups and using Content Delivery Networks (CDNs).

MOVING TO THE CLOUD AUTOMATICALLY SOLVES SECURITY 
PROBLEMS.9

Reality: The cloud is not a silver bullet for security. Migrating to the cloud requires careful planning and 
security considerations. The same security principles that apply to on-premises environments, such as 
access control, data encryption, and monitoring, are essential in the cloud.

CLOUD SECURITY IS A ONE-TIME EFFORT.10

Reality: Cloud security is an ongoing effort. Threats and regulations evolve, and cloud environments change. 
Regular security assessments, audits, and updates are essential to maintain a strong security posture in the 
cloud.

https://welchllp.com/insights/knowledge/demystifying-cloud-security-busting-common-myths/?utm_campaign=Q%20Newsletter&utm_source=QSummer2024&utm_medium=PDF&utm_content=demystifying-cloud-security
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https://www.welchcapitalpartners.com/news-and-resources/role-of-an-investment-banker
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NON-PROFIT
ORGANIZATIONS
 November 6, 2024  |  10AM - 12PM

https://welchllp.zoom.us/webinar/register/5817224412386/WN_mAXOISuVREuz9s_oTM1Mxg
https://obj.ca/food-cycle-science-raises-millions/
https://www.youtube.com/watch?v=dTZF222yTXg
https://welchllp.zoom.us/webinar/register/5817224412386/WN_mAXOISuVREuz9s_oTM1Mxg
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https://www.elevatebywelch.com/
https://www.welchllp.com/services/wealth-advisory/
https://www.welchllp.com/services/risk-advisory/

	Page 4
	Page 8
	Page 10
	Page 12
	Page 15

